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CHECKLIST

The information provided in this document is intended to highlight basic issues with cybersecurity and services offered by Bradley Arant
Boult Cummings LLP. The checklist should be adapted to fit your company’s specific needs.

Management Requirements
[ Company data security policy
I Cybersecurity roles and responsibilities for entire company and any outside contractors/companies
[ Legal and requlatory requirements met, and consistently updated and tested
[ Response plans for incident/disaster consistently updated and tested

[J Recovery plans for incident/disaster consistently updated and tested

Awareness Training
[J Allaccessors, new and old, informed and trained regularly
[0 Administrators roles and responsibilities

O Third-party roles and responsibilities

Access Controlled
|:| Identities and credentials only for authorized devices and users

[] Physical access to assets managed and protected
[ Remote access managed and protected
[ Access permissions managed as need to know/least privilege/checks and balances

[ Network managed, protected and segregated

Miscellaneous Technology Issues
[0 Audit/log records determined, documented, implemented, and reviewed
|:| Removable media protected and use restricted
[C] Baseline of network operations and expected data flow established and managed
[ Detected incidents/attempted incidents are analyzed

[J Third-party forensic expert relationships established before incident/disaster

Environment
[] Business mission, objectives, and activities
O Dependencies and critical functions for delivery of critical services

[] Resilience requirements to support delivery of critical services

Risk Assessment

Asset vulnerabilities

Threat and vulnerability information from sharing forums/sources
Threats, internal and external, identified

Potential business impacts and likelihoods identified to determine risk
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Risk responses identified and prioritized
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Risk Management
| Company risk tolerance determined

[J Risk management processes established & managed

Asset Management
[ Physical devices and systems, including software platforms and apps, within company
[0 Company communication and data flow mapped

|:| External devices and systems

[0 Prioritize critical infrastructure and business value

Data Security

Stored data protected

Moving data protected

Asset management efficiency analysis/capacity

Leak prevention/integrity verification of software/firmware/data
Development/testing environments segregated from production environment

System lifecycle implemented
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Backups conducted, maintained and tested consistently

Maintenance
[J Asset maintenance/repair performed, logged, and updated consistently

[ Remote maintenance/repair strictly controlled and monitored

Cybersecurity Liability Service Offerings:

+  Pre-Incident Consultations + Incident Response
o Risk Assessments +  Government Regulatory Investigation Compliance and
Reporting

+  Policy and Procedures Reviews

+ Incident Response Plans « Litigation

For questions regarding cybersecurity readiness or data breaches, please contact our Cybersecurity & Privacy team

Daniel J. Fortune Daniel Fortune, a partner in Bradley's Government Enforcement and Investigations
Partner
Birmingham

and Cybersecurity and Privacy practice groups, is a former Deputy Chief Assistant
U.S. Attorney for the Department of Justice, who also served as a Computer
Hacking and Intellectual Property Coordinator. He is available to provide assistance
with educating, preparing and protecting clients.
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